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1
Decision/action requested

To approve this pCR for the CAPIF-Sec specification TS 33.122
2
References

3
Rationale

The functional security relationship of onboarding, authentication, authorization and secure communications with the API Invoker, CAPIF core, and AEF requires agreement and documentation.  This pCR proposes a security flow for documenting the functional onboarding relationship between the API Invoker and the CAPIF core.

4
Detailed proposal

********************* Start of 1st change *************************
5.2 
Onboarding
Figure 5.2-1 shows the functional security flow for online onboarding.  Offline onboarding is out of scope for this document.
As a pre-requisite to onboarding, the API Invoker and the CAPIF shall be provisioned with the necessary onboarding enrollment information for the API Invoker.  The method to do this is out of scope for this document.
Initially, the API Invoker attempts to establish a secure connection with the CAPIF core. If the onboarding session cannot be secured, the session is released and the onboarding flow ends.
If the session is secured, the API Invoker may request onboarding using the Onboard API Invoker Request message as defined in clause 8.1 of 23.222 [3].  The API Invoker includes an onboarding credential in the Onboard API Invoker Request message.  The CAPIF core receives the Onboard API Invoker request message and validates the onboarding credential.  If the onboarding credential is valid, the CAPIF core creates and returns an Onboard API Invoker Response message as defined in clause 8.1 of 23.222 [3] which contains the API Invoker profile and the set of APIs that the API Invoker may request.  The CAPIF-2e authentication and authorization security methods for each accessible AEF is also be transferred to the API Invoker as part of the Onboard API Invoker response message.  If the onboarding credentials cannot be validated by the CAPIF core, then an Onboard API Invoker response message containing an error response is instead returned to the API Invoker.
Following the return of an Onboard API Invoker response message (either successful or unsuccessful), the secure session is torn down and the onboarding security flow ends.
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Figure 5.2-1: Onboarding security flow
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